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The Byzantine Generals Problem

Let’s beginn with
a problem

LESLIE LAMPORT, ROBERT SHOSTAK, and MARSHALL PEASE
SRI International

Relisble computer systema must handle malfunctioning compoents that give conflicting information
to different parts of the system. This situation can be expressed abstractly in terms of a group of
gmcnhdtboﬂynnu'm-my«mpdwilhmmuoopnmndumymy.&mmunhmonly
by messenger, the generals must agree upon a comman battle plan. However, one or more of them
nuybetn:’tonwhom’ltxywmfmmodunmproblemiwﬁndudgaﬁmwmml
the loyal generals will reach agreement. It is shown that, using oaly orsl messages, this problem i
solvable if and only if more than two-thirds of the generals are loyak so a single traitor can confound
two Joyal generals. With unforgeable written messages, the problem is solvable for any number of
generals and possible traitors. Applications of the solutions to relisble computer aystems are then
discussed,

Categories and Subject Descriptors: C.24. [Computer-Communication Networks} Distributed
Systema—nefwork operating systems, D44 [Operating Systems): Communications Management—
retwork communication; DAS [Operating Systems). Reliability — faulf tolerance

General Terms: Algorithms, Reliability
Additional Key Words and Phrases: Interactive consistency

1982
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made or distributed for direct commercial advantage, the ACM copyright notice and the title of the
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How can we build trust
without a trusted party?




And start with
the solution

2008

trust everybody by trusting nobody

thanks to mining mechanism

* Source: httphttps://bitcoin.org/bitcoin.pdf

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshs Nakamoto
satoshini gmy com
www hicoin org

Abatract. A purchy pecr-to-posr verson of cloctsone cah would diow oaline
paymenss 10 be sent dwectly from cne party 10 another wilhout poisg Brough a
fimancul mttution.  Digital agrasares provade part of B¢ soluton, but the man
Benefits are lost (f & ested third pasty o siill roquesd 0 prevest doublespending
We progose a soluson 10 the doublespending problom using a peen-tospoer network
The network timesamgn tramactiom by hasding (han inlo an ongong chain of
hash-Dased proofefowark, formung & record Sat cansct be chasgad withoot rodowg
the proofof-work.  The loagest chaen not only sorves as prood of B¢ soquosce of
events witscssod, bt prool that & came foom the largest pool of CPU power. As
foog a5 2 maponty of CPU power 15 controliad by nodes that ase nad cooperating o
ik Be network, theyll pencrate he kmgest chaen aad ostpace attackors. The
petwork el Togeares sunmmal stroctere.  Messages are broadoast on 2 best effon
bases, and nodes cam leave and ragom the setwork a will accopting the longess
proofof-work cham as proof of what happoscd while Sy wore poae

1. Introduction

Commeroe on the Intornet has come 10 rely almast exclusively on linsacial mstitutons serveg a8
tnestod thind partes 30 peocess clectrome payments,  While the system works well csough S
most transactons, i still seffers from the inherent weaknesses of the trust basod model
Completely non-reversible ransactions are not really possable, since financal institutions canmnot
avord medistsg despules. The comt of modalion increases transactan conts, limiting the
minumees practical transacton size aed cutting ofl the possabelay foe small casual mansactions,
and theve 15 a beoader cost in the Joss of abality to make mon-reversible payments fv non-
reveroble services. With the possabedity of reversal. the nood for trest spreads. Morchants st
be wary of thew customers, hassling them foe more inforsation than they would otherwre nead
A certain percentage of fraad 15 accepted as smavosdable. These costs and payment uncertainties
cam be avosded in person by usmg physical currency, but po mechantsm exists 10 make payments
over a communications chanmmel withou! a trasted party

What s neodod i an clectionic paymont sysicss based oo crypeographee proof ssacad of trust,
allowing any two willing parties 10 transact directly with cach other without the sced for a trusted
third party. Transactions that are computationally impractical to reverse would protect sellers
from frasd, and rostiee cscrow mochanisms could cassly be implementad 10 protect bunvers. In
this paper, we propose a soution 1o the double-speading problem using 2 peer-2o-peer distributod
timestamp server 1o generate computational peoof of the chronologscal onder of tramsactions. The
systern is secure as long as honest nodes colloctively control meee CPU power than any
cooperating groep of sttacker nodes



https://www.microsoft.com/en-us/research/uploads/prod/2016/12/The-Byzantine-Generals-Problem.pdf
https://www.microsoft.com/en-us/research/uploads/prod/2016/12/The-Byzantine-Generals-Problem.pdf
https://bitcoin.org/bitcoin.pdf

Public and private key
(asymmetric cryptography)

Public Key Bitcoin Address

Private Key

Figure a1, Privare ke pwhlic ey, and bitcoin address

WHY USE ASYMMETRIC CRYPTOGRAPHY (PUBLIC/PRIVATE KEYS)?

Why is asymmetnc cryptography used i bitcoin? It's not used to "encrypt” (make secret) the transactions. Rather, the wseful property of 2symmetric cryptography s the
ability 10 genesate (o sipnatves. A private key can De applied 10 the Ggiti fingerpeint of 2 1ransaction 10 produce & A ical Sagnature This signature can only be
Do od by someone with knowledoe of 1he private key. However, anycre with p43 10 the public key and the transaction fingerprint can use them to verfy the sg-

nature. This useful property of asymmetric cryptography makes it possible for anyone to verify every signature on every transaction, while ensuring that onlly the owners

of private keys can produce valid signatures
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Source: Antonopoulus,

Mastering Bitcoin



https://www.oreilly.com/library/view/mastering-bitcoin-2nd/9781491954379/ch04.html
https://www.oreilly.com/library/view/mastering-bitcoin-2nd/9781491954379/ch04.html
https://www.oreilly.com/library/view/mastering-bitcoin-2nd/9781491954379/ch04.html

Public and private-ke
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https://twitter.com/3blue1brown/status/1706823766356213805
https://twitter.com/3blue1brown/status/1706823766356213805

How difficult it is to find a
private key?

The odds of guessing winning Powerball numbers vs. guessing one Bitcoin private key,
YOU WOULD HAVE TO WIN POWERBALL ~9 TIMES IN A ROW
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Friedrich von Hayeck

 Austrian-British economist and philosopher.

* Shared the 1974 Nobel Memorial Prize in
Economic Sciences with Gunnar Myrdal for his
pioneering work in the theory of money.

* Inflation Theory.

Help! I'll be killed if 1 fet go—
and I'W be killed if 1 keep hanging on!

.-o
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https://en.wikipedia.org/wiki/Monetary_policy

Friedrich von Hayeck

Hayeck Inflation Theory (source https://www.essentialscholars.org/hayek):

Inflation is a decline in money’s purchasing power.

By far the most common cause of inflation is an increase in the
supply of money.

stopping inflation is easy in principle, but made difficult by politics,
not least because it is politics that usually is to blame for starting
inflation in the first place.

Fiat money is money backed by nothing other than faith in the
government that issues it.

Solution:  denationalization of money, getting government
completely out of the business of issuing money and controlling the
money supply.

Competitive market forces would instead be responsible for
supplying sound money.




Hayek Interview

watch interview

“I don’t believe we shall ever have a good money
again, before we take the thing out of the hands of
government, that is, we can’t take them violently

out of the hands of government, all we can do is by

some sly roundabout way introduce something
that they can’t stop.” — Frederick Hayek, 1984



https://twitter.com/Pladizow/status/1082699459425959937
https://twitter.com/Pladizow/status/1082699459425959937

Real example of Hayeck’s

inflation theory pEe

Clusterstock s,/ Chart of the Day s L e T A e s

Share Of Silver In Roman Coins

C SocGen, Dylan Grice
e //www ivlane edu/ "Mugust/han jouts/601 prin.mm

64-68 161-168 Didius Elagabalus Pupienus & Philip.  Valerian, Claudius I,
Julianus  219-222 Balbinus 244 255-60 268
193 238




Real example of
Hayeck’s
inflation theory

Source:https://en.wikipedia.org/wiki/Hyperinfl

ation_in_the_Weimar_Republic#/media/File:
Germany_Hyperinflation.svg
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https://en.wikipedia.org/wiki/Hyperinflation_in_the_Weimar_Republic
https://en.wikipedia.org/wiki/Hyperinflation_in_the_Weimar_Republic
https://en.wikipedia.org/wiki/Hyperinflation_in_the_Weimar_Republic
https://en.wikipedia.org/wiki/Hyperinflation_in_the_Weimar_Republic
https://en.wikipedia.org/wiki/Hyperinflation_in_the_Weimar_Republic
https://en.wikipedia.org/wiki/Hyperinflation_in_the_Weimar_Republic

Real example of hayeck inflation

theOry L

USD/CHF
(1953-2018)
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Example of countries where politics interfere with
central bank

‘ Donald J. Trump & ©
YealDonalkd Trump + Th

Economics Erdogan sacks Turkish central bank governor

Argentine Presidential Candidate Says
He’d Stop Paying Central Bank Interest

By Patisce Gleaces

29 oo 2005 0622 CUST Uecteind on 29 Aplo 2048 1552 Crs? -
O gpeeen s anbeloar wad) wey 2eyeny warred o et p -

L e e el it e )

e Donald J. Trump & & ATrumg
As usual, the Fed o NOTHING' It s inCrecibie that they can

"speak” without knowing or asking what | am doing, which will be
announced shortly, We have a very strong dollar and a very weak
Fed. | will work “brilliantly” with both, and the U.S. will do great..,

e Donald J. Trump @ S R

..My only question is, who is our bigger enemy, Jay Powell or O e

Chairman Xi? Laurs Pitel in Ankara KLY 6. 200 Ome Gt

Recep Tayyip Erdogan has sacked Turkey’s central bank governor, raising fresh

concerns about the independence of the rate-setter at a fragile time for the

Turkish economy,




THE CHANGING i
WORLD ORDER Prln.tmg and
Devaluing Money

M Is the Easiest Way
out of a Debt

Crisis”’

RAY DALIO
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Bitcoin distribution

Presented by

TFTC‘!f Who Holds the Bitcoin?

Individuals
' . 62.7% - 13,156,748 BTC Feb 2026
2. @ o0& 55,'5'8 "o(m,o o Bitcoin Reaches ATH
~$120,781
Not Yet Mined

8.9% - 1,872,750 BTC

. g ETFs & Funds
7.6% « 1,600,000 BTC

5 @ Companies
5.6% - 1,173,502 BTC

6.0 Governments
3.1% - 647,000 BTC

Total Mined
19,127,250 BTC

https://x.com/TFTC21/status/2023797841089741039




Stable coins - Transfer Volume S e L e e

2020 ———  Transfer Volume ORI DEEE IO

* Stablecoins

s18rs

Mastercard B

Y T CIUPUTI O S 000 ...c.lcoiolillllelelele e DD h el
Stablecoins
$270T GRS R e DS R

-
-C

Source: https://hashdex.com/en-EU/insights/crypto-is-getting-more-
deeply-ingrained-in-traditional-finance
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https://medium.com/@philippsandner/how-will-blockchain-technology-transform-the-current-monetary-system-f98f9a6de013

Stable coins
transfer volume

Stable coins to beat VISA and
Mastercard.

Visa, Mastercard, Paypal are
working on introducing
payments through blockchain

PayPal issued its own stable coin
(PYUSD)

(VISA 1578

(‘mastercard 9.68 )

VISA AND MASTERCARD VS

STABLE
COINS

2018 2018 2020 2021 2022 2023 2024

*STABLEL‘UIHS

are now transferring
more value than VISA
and Mastercord
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Digital Euro




Digital Euro

The EU, with the digital
euro issued by the ECB,
seeks to break the
monopoly of U.S. payment

systems

—_—

mastercard. e IFY
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Danske Bank ING & @UniCredit Sella Major banks explore issuing stablecoin
pegged to G7 currencies

PRELSS NELEASE 1 DRI 10w 30 53 Ty Regoon Wiem

Nine major European banks join forces 1o insue stablecoin

Amwwrnee | Debs  Druasets  Coperrmgen  Trarets  Wier | Sexceteoe | Vasercon
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Non-Real-World
Assets

Real-World Assets

Tokens

- » Central Bank Money e Bitcoin

= Ether
Commaodities Tokenised bonds « Central bank digital

Property deed Tokenised debt* currency Crypto Non-Native
Art Tokenised equities** (e.g. wCBDC) Tokens

- » Securitised Products » Tokenised Deposits e Governance tokens

= Utility tokens

e« Tokenised . T
collateralised debt Other Non-Fungible
obligations (CDOs) Tokens ]

Stablecoins




Commodities

* Proof of ownership: token is a proof that client hold
gold.

* Tradable: blockchain based platform allow trading on
secondary market 24/7

* Redeemable: token vs physical commodity.




Carbon credits

* Marketplace already active
(no authorization required)

 Auditability

* Data Transparency

* Data Accessibility
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